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Red Hat Insights assesses your Red Hat Enterprise Linux 

environment to help you proactively identify and remediate 

threats, avoiding outages, unplanned downtime 

and risks to security and compliance.  



Track and optimize spend

Business

Operations

Security

Operations
Improve stability and 
performance

Security
Reduce vulnerability and 
compliance risks

Find and prioritize meaningful insights from your data so you can proactively take action.

Red Hat Insights for Red Hat Enterprise Linux



But, What’s It Gonna Cost Me?



Red Hat Insights

How Insights Helps You
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40% of enterprises say 
hourly downtime costs 

top $1 Million

98% of firms report costs of 
$100,000 per hour or more

How much downtime can you afford?

Customer Challenges
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What is the opportunity cost of your firefighting?

Source: The Cost of IT Downtime and  https://itic-corp.com/blog/2020/06/forty-percent-of-enterprises-say-hourly-downtime-costs-top-1million/

https://www.the20.com/blog/the-cost-of-it-downtime/
https://itic-corp.com/blog/2020/06/forty-percent-of-enterprises-say-hourly-downtime-costs-top-1million/


Why Red Hat Insights?
Red Hat Insights

Comprehensive analysis 
with Red Hat expertise

Continuous
vulnerability alerts

Increased visibility
to security risks

Simple
remediation

Single, consistent management solution across on-premise, hybrid cloud, and public cloud.

Security Risk Management 

Operational Efficiency 



Buy

Insights is included 
with your Red Hat Enterprise Linux subscription.

Get

Advanced management capabilities at scale available 
with optional subscriptionAdd

for Red Hat Enterprise Linux

Red Hat Insights for Red Hat Enterprise Linux



Modernized management with analytics and automation

Source: “Save administrator time and effort by activating Red Hat Insights to automate monitoring” Principled Technologies. Sept 2020.
Red Hat Webinar:  5 common tasks: Research into how automation speeds up system management: December 2020

96%

88%

91%

26%

1m 24s

69%

reduction in time to detect known risks to availability, performance, 
stability, and security

less time to track patch status for all systems in environment, versus 
manual scripted workflow

less task completion time to address a vulnerability

reduction in administrator steps to detect these known risks

to discover vulnerabilities in a 100-VM environment, versus over 15m 
when performed manually

reduction in time to detect a policy violation

https://www.redhat.com/en/resources/save-administrator-time-and-effort-analyst-paper
https://www.redhat.com/en/events/webinar/research-automation-speeds-up-system-management


Three steps to advanced RHEL management 

Register

Install client for Red Hat instances 
on-premises, virtual, cloud. 

Remediate

Review issues and results in the 
dashboard and choose which you 
would like to remediate.  Leverage 
guidance, and remediation 
options. 

Review  

Insights client  runs and issues 
found are reported in the Insights 
dashboard at cloud.redhat.com 

Get started steps Browse results Remediation guidance



What kind of information will 
Insights for Red Hat Enterprise 
Linux give me?



cloud.redhat.com
Red Hat Insights for 

Red Hat Enterprise Linux



Advisor [Operations]
● Helps you avoid unplanned downtime
● Recommendations to improve availability, performance, 

and stability issues that you may not be aware of.
● Gives you step-by-step resolution and Ansible playbooks



Vulnerability [Security]
● Simple to see what CVEs are impacting your hosts so you 

can prioritize what gets fixed
● Visibility into threat intelligence including publicly known 

exploits
● Helps you address CVEs with pre-built playbooks



Subscriptions [Business]
● Simple to see subscription utilization across your account

○ How much are you consuming?
○ Where are you consuming it?
○ Do you need to buy more?



3 ways to fix what Insights finds
With and without Red Hat Smart Management 



1. Insights only: Download playbooks and run with Ansible
 

2. Insights and Smart Management - Remediate via Cloud Connector with Red Hat connector

3. Insights and Smart Management - Remediate via Cloud Connector with Satellite

How to fix what Insights finds
3 easy ways to remediate the issues that Insights detects

Red Hat Insights for Red Hat Enterprise Linux



Host Y

Host Z

Host X

#1 - Insights standalone
Insights can create a playbook for many common issues that it finds.





Host Y

Host Z

Host X

#2 - Insights and Smart Management
Enable Cloud Connector through Red Hat connector to fix issues that Insights finds*

*Requires use of Red Hat connector - Tech Preview in Red Hat Enterprise Linux 8.4





#3 - Red Hat Smart Management and Cloud Connectivity
Smart Management subscription enables push-button remediation of issues identified by Insights, 

with and without Satellite

Cloud Connector
Connects your federated Satellite infrastructure to 
Insights to execute remediation playbooks at scale.

Host A

Host B

Satellite 

Capsule I

Capsule II

Host C

Host D

Cloud 
Connector

Host Y

Host X



Execute playbook on 11 systems



You control the data
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Four things you should know about data collection in Insights

More information here:  https://cloud.redhat.com/security/insights 

It’s Granular - And Sortable

Encrypted from 
Source to ServiceNo Raw Logs

No PIN/PII
(GDPR in Mind!)

Red Hat Insights for Red Hat Enterprise Linux

https://cloud.redhat.com/security/insights


Red Hat Insights Use Cases 
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Key use cases

Red Hat Insights
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● Frees time for admins to add value 
elsewhere

● Consolidate operations teams
● Always forward

Uptime and efficiency

● Keep up with vulnerabilities
● Harden infrastructure proactively
● Proactively address CVEs

Security

Insights combines with other tools
to enhance the Red Hat
Enterprise Linux investment.

Insights + technical account manager (TAM) 
encourages deeper customer conversations 
and delivers regular assessments.

Insights + Satellite identifies and prioritizes 
risks and patches so customers can resolve 
issues faster



Red Hat Insights

How to configure Red Hat Insights
for Red Hat Enterprise Linux
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Installation and registration

Step #1: Run # yum install insights-client
○ Red Hat Enterprise Linux 8 customers will not need to perform 

this step - the Insights client is pre-installed.
 

Step #2: Run # insights-client --register

Step #3 See results at cloud.redhat.com and Remediate.

More information including automation playbooks are available at:
○ https://access.redhat.com/insights/getting-started

Simple and Straightforward

https://access.redhat.com/insights/getting-started
https://access.redhat.com/insights/getting-started


Top 3 Insights Concerns

Red Hat Insights

I can’t use 
Software-as-a-Service (SaaS).

Often we find that SaaS is already 
being used.  
Services like Salesforce, 
ServiceNow, and New Relic are 
often deployed as SaaS. 

I am located in <LOCATION>, 
and can’t use Insights.

Many regions have restrictions 
around citizen data storage, e.g., 
GDPR, but these types of laws are 
unrelated to the type of data 
Insights collects.

Hostname / IP are sensitive, and 
we are concerned about sharing 
information about our systems.  

All data is encrypted in transit 
AND at rest, and you can easily 
redact that further.



Top 3 Insights Data Collection Concerns

Red Hat Insights

At a high level, what information 
does Insights collect?

Red Hat Insights Security 
Information article:

https://cloud.redhat.com/security/insights 

How can I redact information 
from the Insights collection?

See article on Obfuscating IP 
Addresses and Host Names in Red 
Hat Insights

https://red.ht/2KebCgB  

For more complicated redaction, 
refer to the: Use a YAML-style 
denylist Knowledgebase article:

https://red.ht/36lo6gB 

How can my Security team review 
the actual Insights collection?

Generate a collection and inspect it 
in detail.  Follow instructions in this 
article:

System Information Collected by 
Red Hat Insights

https://red.ht/2yPlWsH 

https://cloud.redhat.com/security/insights
https://red.ht/2KebCgB
https://red.ht/36lo6gB
https://red.ht/2yPlWsH


Red Hat Insights

Resources & 
Next Steps
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Red Hat Insights: 
Additional resources and next steps

You have Red Hat Insights at no additional cost:
https://red.ht/insights_start 

Already a Red Hat Enterprise Linux user?

https://redhat.com/insights  
For more info, visit: https://access.redhat.com/insights/info 

Would you like to learn more about Red Hat Insights?

Refer to the Insights webinar library

Replays and upcoming webinars from this series 

bit.ly/insights_webinarlibrary

▸  Watch the intro video.

▸  Read the Insights blog.

https://red.ht/insights_start
https://redhat.com/insights
https://access.redhat.com/insights/info
http://bit.ly/insights_webinarlibrary
https://www.redhat.com/en/about/videos/introduction-to-expanded-red-hat-insights
https://www.redhat.com/en/blog/channel/red-hat-insights


linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make Red Hat a trusted adviser to the 

Fortune 500. 

Thank you
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